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Problem Statement: Tis paper analyzes the Deparant of Defense (DOD)
-approach to the defense and protection of its aer against terrorims wheni
serving abroad. "a~ con as well as unique factors of DOD and each service
were analyzed to determine if the guidance, service approaches and organiza-
tion provide the network required to ultimately provide protection to the DOD
-W "er and his family serving abroad.

Cponsions: Protection of DOD personnel against terrorism is affected by:

1. the present program mannagmnt within DOD.

2. limited training of midIle and lower grade personnel on antiterrorims.

3. a separation of reeponsibility and authority in sevral of the service
£ organizations.

4. a question of clasification versus free flow of current informationI to all affected personnel.
5. unclear lines of authority and responibility when the Departent of

State is the lead agency.

6. unclear guidance concerning proper action while a captive of terrorists
und~er peacetime conditions.

cOn andations:

1. Exaine the Code of Conuact and develop interservice interpretation on
Application during peacetim captivity.

2. %n- DOD Directive 2000.12 aid clarify the role of Dparmet of
Stater strenthen guidance to the DOD cmaponents aind establish minima
standards of training.

3. Davis,. classification requirents with the* aim of releaning more
cutret terrorist threat data.
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4. Change service organizational structures for antiterrorism to insure a
more functiona structure.

5. Insure OSD staffing of the responsible agency is sufficient to attain
cos~liance with DOD Directive 2000.12 by all affected parties.
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This study analyzes the Department of Defense approach to the defense and

protection of its mIt-ers against terrorism when serving abroad. The co~mn

as well as unique factors of eachx service were analyzed to determine if the

guidance,* service approaches and organization provide the network required to

ultimately provide protection to the DOD o~r and his family serving abroad.

"Me Study Y"esiwees that the recant increase in the use of terrorism

against U.S. military and civilian personnel overseas will contiue to present

major problems for the Deparmnt of Defense. Policies have beew anncumced,

plans formulated and program created to inform and protect personnel against

attack. As a remilt of decentralized management, the services have proleeled

in ary directions, causing dpiaonof effort aixd inefficiencies in saw

service approaches, resulting in a fragmented approach to protecting Our

personnel in foreign countries.

The analysis of organization, guidance, methods of peraix.both

physical and mental, and resource adequacy usanit the view that signifi-

cant disparities exist which weaken the Overall Program. Facts support the

conclusion that the DOD program is inadequate to provide antiterrorism

protection to DOD personnel serving abroad.I
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CHAPERM I

IVI'rTION

The phenomenon of terrorism has generated a wealth of attention during the

past decade. While political and sociological explanations for the

proliferation of terrorism abound, none is more cogent than the observation

that terrorism succeeds. 7his success is measured by media publicity, threat

perception and the relative Impunity with which terrorists act. In an

examination of international hostage incidents, the Rand Corporation observed

that:

. . . the terrorist tactic of seizing hostages for bargaining or
publicity purposes is far from being irrational, mindless,
ineffective, or necessarily perilous. 7here is almost an 80 percent
dnce that all ambers of the kidnapping team will escape death or
capture . . . there is a close to even chance that all or me...
demands will be granted and virtually a 100 percent probability of
achieving worldwide or at least national publicity. 1

The observation is limited to kidnapping incidents. wen one considers that

bombings represent approximately two-thirds of all terrorist activity, 2 it

may be inferred that the overall rate of success increases significantly,

inaumiti as the bomb tactic involves inherently less risk to the perpetrator

than does kidnapping. In either event, the immediate payoff of publicity is

an incentive for additional acts, even if the long-range political objective

remains unattained.

The current working definition of terrorism, as expressed by the

Deparmnt of State's (DOS) Office for Combating Terrorism, is as follows:
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The threat or use of violence for political purposes by
individuals or groups, whether acting for or in opposition to
established governmental authority, when such actions are intended to
shock or intimidate a target group wider than the Lnmediate
victims. 3

Publications of DOS reflect that during the period 1968 to 1981, victims

of international terrorism represented 131 different countries. Thirty-eight

percent of the attacks during the period were directed against American

citizens. It is suggested that the disproportionate share of American victims

reflects the view that Americans are seen as symols of wealth and power

targeted as an expression of resentment toward Western economic power,

military strength and political ideology. An analysis of terrorism worldwide,

without regard to the nationality of the victim, reflects that 40 percent of

total incidents are directed against diplomats followed by businessmen and

military persommel in that order. Significantly, attacks against military

persomel are increasing at the greatest rate at this time. Statistics for

U.S. citizen targets from 1968 to 1981 show that U.S. businessmen, primarily

in Latin merica, have been the pcimary targets of the more serious casualty

produoing attacks, though in recent years such attacks have been directed

against U.S. diplomats and military personnel at a greater rate. For exople,

uring 1981 in West Germany, a total of 30 attacks were targeted against U.S.

persmnmel and property, a higher number than occurred in any previous year.

2ese attacks included mmrous bouings of U.S. facilities by the Bad Army

Faction (IM) and the attsqted assassination of Gmneral Kroesen, Commaner in

Chief, U.S. Army, aarape (CnCUM3R), in Septer 1981. 4

Ainst the backrop of terrorist proliferation and swcess, this study

asm that terrorim directed against Department of Defense (DID) persomel
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abroad will increase substantially in the next decade and will require

increased awareness, action and resource dedication to effectively protect

such personnel. This assumption is supported by the trend evident from

historical events, societal desensitization toward violence, the acceptance of

violence as an implicit occupational risk for military and police personnel,

the increased exposure of military personnel abroad, intelligence information

supporting the notion of a loosely organized international terrorist network,

and the readily availability of weapons and explosives with which to carry out

terrorist attacks.

It has been suggested that terrorist groups fall into two categories;

universalists who focus on the vague objective of a world socialist

revolution, and separatists who seek specific territorial gains. It is likely

that a terrorist organization will display elements of both groups. The

identification of motivating factors which characterize a particular terrorist

group is of little value in determining the type, as opposed to situs, of

action to be taken by that group. 7he brutality, fanaticism and apparent

randomness of terrorist action are not the logical result of government

repression, individual pathologies or revolutionary ideology. In collecting

antiterrorist intelligence, the motivation of a terrorist group may prove to

be valuable in detemining where and when an attack might cams.

It is essential to recognize that the victim of terrorism is almost

incidental to the drama into which he or she is drawn. Terrorism is for the

benefit of the audience, and the more daring the act, the larger the

anticipated audience. 2w ultimate suciess of som terrorist events may be

imaured by the publicity attained and the forum provided by the mdiae
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frequently at the terrorist's request. The fear engendered by the terrorist's

act is not limited to the immediate victim. The intimidation and consequent

coercion may extend to any maer of the audience who regards the government

as incapable of providing protection, as evidenced by the terrorist's act. To

deny the terrorist his stage by denying him his target is the first objective

of any antiterrorist effort. This is accomplished by effective intelligence

collection and training to minimize the risk to individual potential targets.

After a terrorist act, the legitimacy of government may be measured both

internally and externally by the apropriateness and effectiveness of its

reqxone. This requires policies and procedures carefully developed in

anticipation of terrorist attacks. In sun, the protection and training of

potential terrorist victim is the obligation of government.

Mthodology

This study will examine the programs and policies of the DOD, its

coqmonent agencies, and other agencies which interface with DOD, to determine

whether the United States has adequately prepared to protect DOD personnel

traveling in or stationed abroad who may become subject to terrorist attack.

A review of the responsibilities of each service and DCD will be undertaken in

order to assess compliance with taskings, comprehensiveness of effort, and

potential deficiencies. Individual component reviews will be considered to

determine strengths and weaknesses, redundancies and effectiveness. Analysis

of key elemnts of the plans, progrm and policies developed by each service

and DW will be both oqierative and qualitative. An analysis of the various

pcogr m of the services, DOS and DD must necessarily be limited in scope to

4



the concerns of this paper. The analysis conducted will seek to present

general observations about organizational structure, guidance and directives,

and an evaluation of the relative effectiveness of programs in preparing

potential targets of terrorism for overseas duty. The analysis will focus on

antiterrorism efforts particularly and counterterrorism efforts only as they

impact on victim preparedness and inmediate response guidance. Analysis and

consequent evaluation will result in reomumendations for improving the U.S.

effort to meet the threat.

7his study considers the adequacy of DOD and component element program to

prepare and protect potential terrorist victims. Eccl_.ed from consideration

are applicable operations plans for responding to a terrorist incident. 2*e

sensitivity of specific antiterror intelligence collection techniques and

source places it bey nd the purview of this paper, and an analysis of

motivation of specific terrorist groups has not been undertaken. Rather, the

focus of this paper is on the individual potential victim of a terrorist

incident, and the mesures to be taken to protect that victim. The subject of

contetrorim is a cmplicated component of the total spectrum of personnel

protetion and terroris. As such, counterterrorism can only properly be

reviewed through a separate study.

5



Legal Considerations

United States military forces are currently stationed in almost one

hundred foreign countries. In most cases, there are specific agreements

between the United States and each host nation which provide for the rights

and obligations of the parties with respect to protection of these military

forces.

These agreemnts are entered into by equal gove ts, or sovereigns, for the

pupose of expressing or mdifying the customry international rules governing

the presice of military forces of one nation within the boundaries of another.

7he fundamental legal consideration in dealing with terrorism abroad is

the concept of sovereignty, the lawful exercise of authority by a nation.

Sovereigns are equal in law. No sovereign may lawfully infringe upon the

legitimate rights of another without implied or expressed permission. The

traditional rule of internationa1 law Implicitly provides that a host nation,

permitting forces of a friendly nation with whom it is at peace, to enter its

territory and remain, has an affirmative obligation to protect the visiting

force. 5 This obligation does not preclude the visiting nation from

exercising customary disciplinary jurisdiction over its soldiers.

The inherent right of the sovereign, represented by the coamnder in a

foreign nation, to take those masures which are necessary to preserve the

existence of his forces, is recognized in international law. It is this

relationship between the duty of the host to protect, and the right of the

visiting force to protect itself, which raises the necessity of diplomatic

channels to resolve potential inoonsistencies of action.

6



The law concerning host nation responsibilities is not the sole legal

consideration for the U.S. commander abroad in dealing with terrorism. Be-

ginning in 1937, international conventions address various aspects of

terrorism, including attacks against aircraft, unlawful seizure of aircraft,

internationally protected persons, and prevention and punishment of terrorism.

The United States is a signatory to many of these treaties, and incurs certain

obligations under them. With the involvement of DOS as the lead agency in

combating terrorism abroad, it may be anticipated that the treaty obligations

of the United States under these international conventions will be a matter of

familiarity by appropriate embassy personnel. Nonetheless, exigent circum-

stances may require the ocmuder to act swiftly to protect U.S. military

personnel, before DOS involvement and coordination. It is essential that the

legal advisor to such a cainander be aw re of the applicability of these inter-

national conntios. en where the United States is not a signatory, such

as the 1977 3bropean Comnmtion on the Suppression of Terrorism, the

sensitivity of international relations may dictate that the treaty provisions

be observed.

The vast majority of U.S. military personnel stationed abroad are located

in North Atlantic Treaty Organization (NP ) countries, Korea, Japan and the

Philippines. The treaty agreemnts betwen each of these coumtries and the

United States are similar. Specifically, the provisions of paragraph 10(a)

and (b), Article VII of the NNI) Status of Forces Agreemnt (S Wa) was the

basis for similar agreemnt in the SOFAs negotiated with Iceland, Japan,

Australia, the Philippines, Taiwan and Korea. the treaty relationship between

the thited States and the Federal Rqeublic of Germany (FIG) will be used as a

7



model for analysis. A review of the applicable treaties for any other country

is essential before any specific action is undertaken.

With respect to treaty approved action taken within an installation, U.S.

forces have the right to police installations occupied by them to insure the

maintenance of order and security of such installations. They must insure

that German authorities can take such action as is necessary to safeguard

German interests. Mutual cooperation will be undertaken to insure smooth

ipmentation of such measures as each party undertakes to protect their

ree-tive interests and representatives will be appointed to agree on

necessary iplementing measures.

Outside the boundaries of installations made available for their exclusive

use, U.S. forces have limited authority. Military police will be employed

only subject to arrangements negotiated with FEG authorities and only to

maintain discipline and order amng U.S. forces. Such employment includes the

patrol of public facilities. U.S. military police have the authority to

arrest or take into temporary custody persons who are not members of the force

if such person is caught in the act of committing a crime and is likely to

flee or cannot be identified. They also may arrest or take into temporary

custody a person when there are strong reasons to suspect that such person has

cammitted or is attempting to commit any offense within or directed at an

installation occupied by U.S. forces.

8
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While these provisions limit the exercise of police power outside the

premises of an installation designated for exclusive U.S. forces' use, they do

not infringe on the inherent right of self defense. Dulicit in every agree-

ment is the right set forth in Article III of the Korean Agreed Minutes:

It is agreed that in event of an emergency, the United States
Armed Forces shall be authorized to take such measures in the
vicinity of the facilities and areas as may be necessary to provide
for their safeguarding and control.

The self defense measures to be taken mast be commnsurate with the situation

and prior cosulttion mist be undertaken if tim allows.

U.S. Policy Toward International Terrorism

In reponse to the proliferation of international terrorism, President

flagan has reaffirmed the strict *no concessions" policy of previous

administration. U.S. policy provides for resisting terrorist blackail and

pronoting the pursuit of terrorists. The U.S. will not pay ransm, nor

release prisoners, and will not bargain for the release of hostages. Through

efforts on the diplomatic front, U.S. policy encourage other goverrmnts to

adopt similar policies. Host goverrmunts are expected to exercise their

responsibilities under international law to protect U.S. citizens from

terrorist actions. Should an merican citizen be taken hostage, assistance

can be provided to the host govermuent, if requested. The host governmnt

will be urged to make no concessions to terrorist dmands. Any concessions to

terrorist blackail would endanger others as it would encourage terrorists to

resort to additional violence to attain political objectives. 6 Furthermor,

the l nited States will reiond effectively and vigorously, exercising the use

9
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of all appropriate resources at its disposal. In January 1981, on welociming

home the Tehran hostages, President Reagan stated; "Let terrorists be aware

that when the rules of international justice are violated, our policy will be

one of swift and effective retribution."

10
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CHAPTER II

CURRENT PROGRAMS

Department of Defense

Department of Defense (DOD) Directive 2000.12, 12 February 1982, addresses

the protection of DOD personnel abroad. It constitutes a broad statement of

reqpnsibilities, decentralizing primary antiterrorist effort to each service.

It states the e, policies and responsibilities of the Assistant Secretary

of Defense (International Security Affairs) (ASQ/ISA) and the beads of DOD

componts and provides guidance for each service to implement its own

regulation on terrorism. Unklike its predecessor directive, which was issued

in May 1976, it distinguishes between antiterrorium and counterterrorism,

therebV focusing attention on prevention (antiterroris) as well as response

(dounterterrorim). The new directive also deals with terrorism without

regard to situs, whereas its predecessor limited the applicability of the

directive to overseas.

The fundamental approach of DOD is to provide guidance and policy to DOD

t:nonets, defined as Office of the Secretary of Defense (OD), each military

dortment, the Unified and Specified Commands and the defense agencies. Each

com nent is then tasked with total responsibility for advising high risk

personnel, protection of personnel, installations and activities, and

coordination with omuanders and chiefs of missions. The ASD/ISA is tasked to

monitor and coordinate the DOD cam ts' activities and to provide

amistme to the components. Within this office, a umall element staffed

with two officers has the responsibility for the day to day maagemnt of this

funct .

12



7be Unified and Specified Commands are given the additional responsibility

of coordinating with local police agencies and serving as points of contact

with U.S. embuassies and host country officials concerning policies and

measures.

Within this framerk, the DOD components are directed to develop plans

and policies to deal with the terrorist threat.

K-prtt of the Amy

The threat of terrorim has been a fact of life for the U.S. Army in

overseas areas since at least 1972. he bomuing of the Frankfurt Officers

Club and Headquarters U.S. Army, Brape (UsEUR) in Heidelberg by the

Bane-Meinhof gang in that year directed the energies of the Army in Dirope

to actions to cobat terrorim. Te growth of terrorism since that time has

served to expand the Aemy's focus on such activities.

Prior to the incidents of 1972, the terrorist threat to Army personnel was

confined to those persons serving with edbssy staffs and military advisory

groups in high risk areas. 7he random victim claimed by the Daader-~inhof

attacks signaled the fact that all service nmers overseas, without regard to

their status, would be considered logical and potential targets of attack.

Since the Army has the largest number of personnel stationed in foreign

countries, it beme apparent that specific measures were necessary to assure

terrorism had minium , iect on service personel and the mission of the Amy.

Acting on DOD Directive 2000.12, the Army iplemnted progrums to oombat

terrorise. The wrldwide diversification of Arm troop locations caused

DepartmItof the Army (ON to take a centralized policy/deientralized

13



execution approach to the problem. DA directed that certain activities take

place to deter the success of terrorist actions but left the manner in which

these activities were executed to the discretion of the local commander. In

implementing DOD Directive 2000.12, DA's focus was on training, information

and assistance in defensive measures based on a threat analysis and the

mission of a specific cmand. Beyond the individual training requirements,

procedures for protection of personnel and property were to be formalized and

mntingency plans established to provide imadiate response to incidents

occrring on any A installation wotrldwide (AR 190-52, 1978).

Initially, the Deputy Chief of Staff for Personnel (DOS'E was

responsible for all activities to combat terrorism on Army installations

except for intelligene. With the publication of revised DOD Directive 2000.12

in ftbruary 1982, which defined antiterrorist and counterterrorist activities

separately, the WSP became responsible for antiterrorism (security of

facilities and persons, training, information) while the Deputy Chief of Staff

for Operatiom (DOSOPS) assued responsibility for counterterrorism (planning

for and response to terrorist attacks). The Assistant Chief of Staff for

Intellime (NCSI) has responsibility for intelligence collection and dis-

summation.

As may be expected in any amnagmmnt environment where decentralized

excutlion of general policy is the norm, responses at the field level to

polx d, rection have been varied and multifaceted. In areas of high

terrorist threat, comiomzrs usually establish a single resq sible office to

cobet terrorism and plans are developed and tested. In areas of low

terrorist theat, that activity conted results from specific efforts on the

14



part of the activity which assumes primary interest, normally the Provost

Marshal or Security Officer. While many positive actions occur on low threat

installations where the Provost Marshal has an interest, the absence of an

immediate terrorist threat usually results in low command interest and unwill-

ingness to devote resources to antiterrorist training and planning. In

general terms, the high threat/low threat dichotomy equates to overseas

elements (high threat) versus elements in the continental United States KKS)

(low threat). As documnted in an uwpublished Doctoral Dissertation1

serious gaps, as perceived by local provost marshals, exist in planning and

preparedness to combat terrorism at local levels. 7he study concludes that

terrorism is perceived as a continuing and future threat to Army personel,

particularly overseas, and high risk personnel are not viewed as adeqmately

protected from the threat. 7he study smmarized these findings and re 1 -dmd

that action be taken by DA to address these perceptions on the part of local

law enforcement officials.

DA has taken a numer of steps to maintain and improve the anti and

counterterrorism posture of Army personnel.

a. The U.S. Army Military Police School (USMPS) operates a staff officer

level cotnterterrorism course to teach proper contingency planning and

reipnoe to insallaton staff officers. The course has not been adequate to

reach the wide audience requiring this training and, in the wake of the Dozier

incident, it was exported to USUMR by a mobile team to train the many

cominity staffs which might need to deal with such incidents. It is now

i d that the course be exported on a yearly basis.

15



b. The Army has published a pamphlet on personal security precautions

against terrorist attack and requires all personnel traveling to high risk

areas to receive a copy of the panphlet. Again in the wake of the Dozier

incident, the Army has directed preparation of classified and unclassified

intelligence briefings and standardized terrorist awareness briefings.

oLessons learned pamphlets have been obtained from the Air Force and distri-

buted to all comands.

C. An a result of devaloping contingency plans to respond to terrorist

incidents, the need for Special Ieaction Team (SH) has been evident and

extensive effort has been devoted to establishing and training such team at

all Amy installatons. 2Tese are essentially the equivalent of civilian

police SaMT (Special Weapons and Tactics) teams and usually consist of

specially selected and trained military police or security guards. Some mor

difficulties exist in this program. Since such units are "taken out of hide,.

staffing and training them in an era of high persomel turbulence is a burden

on a"s1 police and security units, particularly at maller installations.

Squipping such units with counterterrorist weapon such as sniper rifles is a

second burden which many installations have found difficult to overcame. With-

out regard to these difficulties, most such tern are trained and prepared to

respond. The previously cited dissertation concluded that more than 70 per-

cent of responding provost marshals either had an SET or had irmediate aocess

(2 hours) to one. The Air foe has established a training school for theme

units and the Army is currently programaing PF 83 Army attendance needs to

utilize this course to "train the trainers." Because of the number of Army

i-stallatins, all team camot attend the course. Leaders will be sent and
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then return to fully train their unit. A successful effort in this area will

iiprove the training status of Army SRrs.

d. The Army Criminal Investigation Commiand (CID) has been responsible for

providing personal protective services for the Secretary of Defense, the

Secretary of the Army and the Chairman of the Joint Chiefs of Staff when he is

an Army general. 7he CID in the field further provides protective services to

other high ranking officers when the threat justifies the need and resources

permit. Tocal military police provide VIP protective services when the threat

justifies the need or as directed. In areas of high risk, the need for

protective services runs across service lines and often exceeds the

capabilities of local law enforcement. Such services are provided in addition

to normal investigative missions and are only staffed full time at Secretary

of Defense level. n connection with providing protective services, VIP

drivers and selected Military Police are to be trained in defensive driving

techniques in the coming year at the Federal Training Center in Glynco,

Georgia. 7he CID further assures that selected investigators are trained in

hostage negotiation so as to provide services to installations requiring such

expertise.

f. The DCSPER representatives regularly participate in DOD working groups

on antiterrorism making recomendations on the development of personal

protective measures and coordinating logistical requirements for items like

armred vehicles. 7he Army also participates in a quarterly meeting of the

Security Chiefs of each service which includes a functioning terrorist working

group as a part of its activity.
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The effectiveness of the DA program rests fully on the shoulders of the

local commander who must make a reasoned estimate of the terrorist threat to

his conmand and allocate reasonable resources to counter the threat. Because

of this reliance on the local commander, implementation of programs are and

will be varied from virtually non-existent to highly effective. Fbrtunately,

this continuum of non-existent to highly effective seems, in general, to

coincide with the continuum from low threat to high threat environments. Some

iprqvovmnts in the policy directive can be made to match the policy realis-

tically with the reality that exists.

Department of the Navy

Although Navy ships, installations and personnel suffered much less from

acts of terrorism than the other services, compliance with new DOD directives

and initiatives was stimulated by an increasing worldwide threat. DOD

Directive 2000.12 has been implemented by the current Secretary of the Navy

(SNAV) Instruction 3850. 1A promulgated December 1982. The Office of the

Chief of Naval Operations (CPNAV) Instruction 3850.4, promulgated in 1979, is

currently under revision. Som actions required by the DOD Directive have

been implemented by the Navy. Others are still under review and evaluation

for development of specific directives and actions, and several have not been

undertaken.

The Navy's approach to terrorism is based upon threats that could inhibit

the Navy's ability to perform its mission. These threats, as viewed by the

Navy, are different in magnitude and scope than those faced by the other

services. While Army and Air Frce personnel assignments and placement of
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resources and material abroad number in the hundred thousands, total Navy

military, civilian and dependent personnel deployments overseas number only in

the low ten thousands, a fraction of the total U.S. overseas commitment. Con-

versely, the Navy's dispersion of installations is extensive, consisting of

bases for maintenance and repair, communications and intelligence collection.

These are essential to successful accomplishment of the Navy's mission.

Further, U.S. Marine Corps detachmnts exist at most overseas embassies.

By far the largest concentration of Naval personnel abroad at any time

results from deployed U.S. Naval ships and aircraft squadrons in or near

various ports around the world. The terrorist threat against a naval ship is

different from that faced by military personnel permanently stationed ashore.

Because of the classified nature, unpredictability and the tight security

associated with ship and aircraft squadron movements, the exposure to

terrorist attack is substantially reduced. When in port with a large

percentage of the crew ashore, the threat to Naval personnel increases. The

many small activities abroad, including training and advisory teams, small

intelligence and commiications facilities and liaison/administrative

activities are particularly vulnerable to terrorist acts. An active anti-

terrorism program where the threat is high is essential to meet Ws threat.

The Navy's organizational approach to terrorisa has been aimed primarily

at prevention. Under the SHMV, the Chief of Naval Opprations (CNO) and the

Comandent of the Marine Corps (CPC) are tasked tot

a. develop guidance to protect military and civilian personnel and

resources from terrorist acts.
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b. ensure all units and activities develop procedures, guidance, and

instructions for addressing local terrorist threats and security against those

threats.

c. coordinate antiterrorism and counterterrorism efforts with other

military services.

d. provide timely intelligence on terrorist threats to naval personnel

and dependents.

e. monitor measures taken to protect naval personnel and resources from

terrorist acts.

CHO and COC directives reemphasize SPC/ policies and relegate to local

cmmnds and fleet cmmhnders responsibility for development of protective

plans and procedures to combat terrorism based on local conditions, threats

and resources available. Specifically, appropriate commanders are required to

periodically warn and instruct all personnel, whether permanently or

temporarily assigned, of the terrorist threats in theater and to insure that

subordinate installations and ships under their control develop and maintain

active programs for combating local terrorist threats. The Director of Naval

Investigative Service (NIS) is designated the action officer for OPNAV anti-

terrorism and counterterrorism efforts within the Navy. This task involves

developing guidance concerning the protection of naval personnel, providing

guidance and assistance to local cunders in preparing briefing progrm and

vulnerability assesumnts and, on a selective basis, providing protective

services for VIPs and high ranking officers. Under the Director of Naval

Intelligenme, a Deputy Director of Naval Intelligence (Security) has recently
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been established with specific responsibility for consolidating previously

diverse efforts in law enforcement and physical security matters.

The Navy, following the kidnapping of General Dozier by the Red Brigades

in Italy in 1981, increased antiterrorism briefings for high ranking naval

officers permanently or temporarily assigned overseas. Additionally, pro-

tective services by NIS agents was expanded almost immediately for all high

ranking officers in Italy and other Mediterranean countries. Later, NIS

agents were requested to provide similar protective services for non-Navy

military officers and U.S. Government officials in the Mediterranean area.

Concurrently, NIS developed and presented terrorist threat briefings to all

aomnds in the Mediterranean area and to commands and staffs in Earope and

CONUS. These briefings are available on an unscheduled, as needed basis.

Increased efforts were also expended in other countries but not to the extent

or for the duration given to the Mediterranean. Only recently have

evaluations begun of the ability of activities and units in and about the

Mediterranean to deal with a genuine terrorist attack.

In the Navy, between 1976 and 1981, annual budget submissions for

supporting efforts to combat terrorism were additive to existing NIS

expenditures, increasing little when compensated for inflation. Shortly

following the kidnapping of General Dozier, the Navy requested and received a

sizable ($100K) budget supplement to cover increased costs resulting from a

sharp rise in demand for protective services, training and education program.

Susequently, additional personnel billets were requested incident to a Navy

wide reorganization which consolidated previously fragmnted Navy agencies

dealing with instllaton physical security, law enforcment and program
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management under the Director of NIS. As a result, some two hundred new

billets in NIS were established while reductions in force were made in

agencies previously responsible for these functions.

Today, the protective services provided by NIS for flag and senior officer

and civilian officials have been somewhat reduced. Mst Navy training and

education threat briefings are conducted under NIS direction and control. NIS

officials, in conjunction with the other services, also conduct terrorist

threat briefings for all Navy flag officers and their dependents before

departure for overseas duty. Other senior officers and dependents may also

receive briefings. Middle and junior grade officers and enlisted personel

receive only general threat briefings and guidance after arrival in-country.

NIS also provides technical assistance and threat summaries to the other

services and assists with in-service training seminars for law enforcement and

inteUigence personnel. As the action office, NIS officials act as the Navy's

representative at key meetings on terrorism with Joint Chiefs of Staff (XS),

DOD and Navy Department officials. Most of the Navy's efforts in development,

prcmulgation and coordination of policy and planning are vested in the NIS.

Few other naval officers or enlisted personnel are deeply involved or actively

participate in antiterrorism program.

Within the HIS organization, an active program of threat briefings and

training of agents in terrorist tactics and techniques is conducted

regularly. This program is su0lmePted by periodic detailed evaluations of

field agent's programs. 7hese evaluations include assessment of field agent

ability to act as negotiators in realistic samumiated terrorist situations, a

task for which mmny NIS agents have received special training. Emphsis is
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also placed at the field agent level on assisting commanding officers and

staffs of activities and units in the development of effective antiterrorism

training and education programs and crisis management teams. Weekly terrorist

summaries are developed and provided coinxanders in most areas where large

numbers of Navy personnel reside ashore or where ship movements increase the

risk of a terrorist incident. Threat summaries are unclassified whenever

possible to permit wide dissemination of information without risking a public

anltinment. On occasion, separate summaries and briefings are provided to

Marine Corps Detachments at embassies and remote naval installations. The

degree of dissemination of this material to lowr echelons and individuals

varies widely with individual commands.

Directly related to the education and training effort is the Navy's

increased e.ptasis on the development of crisis management plans and team to

respond to terrorist acts. The visibility given this program through daily

drils and exercises and the demonstration of resolve is a preemptive

commnication discouraging would be terrorists. With no control military

police organization similar to that of the Army and Air Force, crisis mnage-

iment team organizations must be developed by individual commands and stations

from existing personnel and material resources. Under present ORt.V

directives, each commnd and unit is expected to develop, train and

periodically axercise their crisis management team using locally prepared

plans. Some of the plans developed to date, reviewed and evaluated by HIS,

show variations and gaps in understanding of requirements. Aoordingly, MIS

is developing a standard commnd crisis action plan to consolidate the best

portions of existing Army, Navy and Air broe plans for dissukination to all

Navy organizations.
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Department of the Air Force

Over a period of several years, the Air Force has had the unfortunate

experience of encountering terrorism firsthand. Throughout the 1950s, the

1960s and the 1970s, Air Force personnel primarily serving in remote places

such as Iran and Turkey were confronted with acts of terrorism to include

bombings and the killing of senior Air Force representatives. At this early

point in the current cycle of modern day terrorism, the Air Force took the

lad and established policy and guidance which adressed terrorism and the Air

iorce mmber. Ihis early guidance, though directive in nature, was not taken

seriously and received limited discussion and effort. Most Air Force 1 I'ers

serving overseas were never made aware of Air Eorce Regulation (AR) 124-5

pertaining to terrorism or the threat. Mst members serving in N=I reeived

thremt information from local wanted posters throughout the military and

civilian cmmunity which offered remrds for information on local terrorists.

Intelligsce on the terrorist threat seldom reaced the average airman because

of classification of data and an overriding concern for the creation of false

panic in the minds of service 1'ers or their dependents.

The impetus behind today's Air lorce policy guidance started in 1976. At

that time, the Air Irore was confronted with terrorism, not in the Mile East

or South America, but in the heart of Western Europe. The bombing of the

Officers' Club at Rhine Main Air Base, West Germany, brought terrorism to the

forefront in N=O. This increased areness was somewhat short lived as the

average service m r in Western wope soon wmnt about freely traversing

Europe with little concern for the terrorist threat. On August 12, 1981, the

Air Toore was once again confronted by an act of tarrorim when the head-

quarters for the United States Air Porce in Europe (UMAv), Pmstain Air Base,
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FFG, was severely damaged by a terrorist bomb. Suddenly base gates were

closed, access areas were controlled and the Air Force leaders brought the

subject of terrorism to the forefront. Terrorism was no longer insignificant

or isolated incidents which primarily affected air attaches in isolated

regions of the world.

In support of DOD Directive 2000.12, the Air Force is organizationally

aligned in support of antiterrorism and counterterrorism. On the prevention

side, the Inspector General of the Air Force establishes policy, direction and

guidance on antiterrorism through the newly formed Office of Antiterrorism (AF/

IGT). Implementation then is conducted through the Air Force Office of

Special Investigations (OSI) and the base level security offices.

Air Force Regulation 208-1, the Air Force Antiterrorism program, outlines

the program and responsibilities for antiterrorism in the Air Force. As

stated in the sumary of changes, this new regulation stresses the preventive,

defensive nature of the antiterrorisam program in contrast to the responsive

nature of counterterrorism measures. AFR 208-1 sets the stage for an improved

personal awareness, improved preventive measures and the improved distribution

of information on the terrorist threat.

Air Force nmmbers and their dependents need to be aware of the terrorist

threat in the area in which they are serving. Existing APR 124-5 and Air

Force Pamphlet (APP) 30-10, Security Precautions for Air Force Personnel

Traveling Abroad, seek to warn Air Force personnel on acts of terrorism abroad.

Continued individual awareness training and protection under APR 208-1, lies

with the overseas intllation camaner. !Ihe amount of information and the

mthod of portraying the threat is unclear and is an area now under further
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study. A fine line exists between giving the needed information and constrain-

ing information to prevent an over reaction or compromise of a classified

source. A concern was prevalent that too much information would scare the

dependents enough to inhibit voluntary assignments in some areas. The attain-

ment of good data was also presented as a difficulty factor since the numerous

channels of reporting intelligence data tend to be vertical in nature. The

Rival Intelligence Agency, State Department, Office of Special Investigations

and the Defense Intelligence Agency all collect and report terrorist threat

information; yet the lack of formal cross-flow and classification tend to

prevent proper distribution to the individual. The Air Force OSI has taken

the lead and has prepared several excellent documents that tell of the

terrorist threat in general and in specific areas. The OSI Executive Handbook

on Terrorism, Security and Survival, and the many antiterrorism ccumentaries

provide in depth data and guidance for the individual being assigned to areas

with a high terrorist threat. Although intended for issue to personnel

serving in high threat areas, document safeguard provisions have the potential

to restrict distribution to all personnel abroad.

Preventive measures against terrorist attacks are primarily a function of

training. The Air Force training is now geared toward the high risk target

and selected enforcement personnel. An extensive seminar for high ranking Air

Force officers is now taught to insure current data on residential, personal,

family and travel security is available. This training is expensive and is

highly individualized resulting in limited training for anyone other than our

general officer force. As terrorists are known to prefer soft targets, this

General Only" aproach to training could increase the threat to lower ranking
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Air Force members. The death of Army LTC Ray in Paris and the early morning

bombing of the USAFE Headquarters building on Ramstein Air Base, Germany,

supports the notion that individuals other than high risk targets need to be

trained. Although antiterrorist training is available at Hurlburt Field,

Florida, it is not possible or desirable to mandate such a course for all Air

Force personnel. As the threat in each area varies, the policy of unit

training for both the individual and dependents reflects a sound policy. The

present ad hoc aproach to this training is recognized by AF/IQT as a program

shortoming needing comand guidance, development and enforcement.

Possibly the most progressive antiterrorism program in the Air Force is

protective services. !eoognizing that protection starts with an awreness of

the threat, the first element of protection deals with the collection,

analysis and dismination of terrorist threat data. The Air Force 05I has

streamlined the intelligence gathering function in one office. Specifics on

methods of protection and the depth of protection are classified. The active

efforts of the protective agencies, the Security Police and 06I, have resulted

in a force capable of providing protection to the Air Force high risk

targets. Participation in technology development and procurement, personnel

training, on-site analysis of security, visibility studies on personal habits

and intensive protection of key personnel underlines the total spectrum of the

protective effort. The philosophy pursued by 05I and Air Force units in areas

of high threat is not IF a terrorist attack will occur, but MM it will

occur. The future of the Air Force protection program will be dependent upon

the sincerity and intensity of the local programs and individual pre.p eas.
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As the Air Force addressed the growing potential for terrorist acts

against Air Force facilities and personnel, management recognized that

guidance reflecting peacetime conduct for Air Force personnel detained by

unfriendly governments or terrorist groups was needed. JCS guidance on the

subject states that military personnel detained in violation of international

law, short of war, would be guided by the Code of Conduct. 2  Following this

directive, the Air Force published guidance which clearly defined a standard

of conduct for its personnel to follow should they be detained during peace-

time.3 This guidance recognized that certain articles of the Code could be

detrimental under peacetime hostage situations. The new guidance supplements

the spirit and intent of the Code of Conduct to enhance the mebers' chances

of "survival with honor.0

A significant part of this suRlainntal guidance deals with the military

chain of ommand. Although the Code of Conduct addresses the chain of command

in Article IV, the mechanism for confusion exists when military mers are

detained with civilian officials who are not guided by the Code of Conduct.

In such a case, the supplemental guidance provides that the senior military

mwsher is in charge of all other military personnel and is the only military

nasher who is to deal with the senior civilian member. The intent is to

standardize the reaction of all military umers and to insure that only one

set of orders reaches all military mmbers.

A second significant elmmt of the Air Force guidance is to encourage

dialogue with the captors. This type activity under Article V of the Code of

Conduct is to be avoided. for a hostage in a terrorist situation survival is

believed to be enhanced when the captive can open a dialogue with the captor

28



and subsequently is perceived as an individual rather than a victim of their

hatred. Such a dialogue buys time which, in the case of terrorist acts, is

known to be on the side of the captive.

Department of State

The lead agency for combating terrorism abroad, as designated by the

National Command Authority, is DOS. Because of the impact of DOS on U.S.

military actions in foreign countries when confronted by terrorist acts, it is

appropriate to address DOS in this study. Although other goverzmntal

agencies have overseas responsibilities, none impact on DOD in this area as

much as DOS. Appropriately, DOS also accepts a responsibility for protecting

its employees against terrorism overseas and a review of their progrm contri-

butes to a comparative analysis of DOD program in this area.

The Office for Coubating Terrorism is directed by an assistant secretary

level director who is confirmed as an ambassador while holding the position.

The director concurrently holds the position of Coordinator for Security

Policies and Programs for the DOS. The basic functions of the office are as

follows:

a. consultation and coordination with other goverments on terrorism and

security issues.

b. responding to overseas terrorist incidents.

c. coordinating U.S. Goveriment policy and response on terrorism.

d. coordinating internal DOS policy and program on security and

terrorsm.
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In support of these functions, activities include the following:

a. negotiating and consultation with other governments and the United

Nations, NAMO, etc.

b. chairing the Interdepartmental Group on Terrorism.

c. providing direction and core personnel for task forces responding to

overseas terrorist incidents to carry out the depazcment's lead role in such

incidents.

d. developing and management of an antiterrorism training program for

foreign goverrmMent officials.

e. chairing interagency advisory committee on terrorism.

f. chairing the departmental policy group on security policies and

programs and contingecy planning.

g. developing policies and program. on protection of U.S. Government

diplomatic personnel overseas and monitoring execution of these programs.

Contingency planning and actions on threats to our diplomatic missions,

evacution of personnel, etc.

h. representing DOS on the White House committee on worldwide security

threats.

i. formulating policy on protection of foreign diplomatic and consular

personnel in the United States.

J. developing and monitoring an antiterrorism training program for U.S.

personnel overseas.

The DO6 operational antiterrorism program is managed by four divisions of

the Office of Security (0/SY); Operations, Protective Security, Personnel

Security and Investigations, and Policy, Training and Information. Six
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Associate Directors represent the Deputy Assistant Secretary for Security with

regards to his responsibility for the security of U.S. missions in foreign

countries. Each Associate Director serves an advisory/supervisory function

for more than 100 Regional Security Officers (RSO) assigned co U.S. embassies

worldwide. Responsibilities of RSO's which pertain to terrorism include the

development of contingency plans to cope with bomb threats, acts of terrorism,

riots, demonstrations and internal defense of embassies. RSO responsibilities

also include the general protection of government property, supervision of

Mtirine Security Guards at embassies, protective services for potential

American targets of terrorist organizations and maintaining liaison with host

government and U.S. law enforcement and intelligence organization officials.

They also conduct antiterrorism training and indoctrination programs for U.S.

g rmumun employees, dependents and merican businesses overseas.

The Office of Security Operations Division operates a 24-hour Command

Center consisting of two sections; the Watch Officer Group and the Threat

Analysis Group. The Watch Officer Group provides 24-hour duty officer

caability.

Working closely with the Watch Officers is the Threat Analysis Group which

is responsible for the collection, research, analysis and dissemination of

threat related intelligence to appropriate offices within the Office of

Security and to other government agencies as appropriate. The group closely

monitors activities of foreign terrorist organizations and provides threat

asments for use in security planning and specific antiterrorist program

activities.
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The Foreign Operations section under Operations Division, plans and

implements the DOS security program for the protection of U.S. Government

property, personnel and classified material at foreign service posts. Section

officers review security plans and surveys developed by the RSO, participate

in crisis management task forces and prepare security briefings for senior DOS

officials and for security representatives of the American business commnity.

The Policy, Training and Information Division provides a variety of anti-

terrorim training to both security professionals and U.S. Government

employees and dependents. Mobile Training Teams provide instruction for

foreign national guard forces, chauffeurs, and police officers who are trained

in personal protection, firearms, recognition of explosives and emergency

driving techniques. This division is also the primary contributor to the

Coping with Violence Abroad Seminar which is given to all DOS employees and

their adult depenents prior to being assigned overseas.

Three offices which participate in the crisis management activity of DOS

are the Office of Security, the Office for Combating Terrorism and the DOS

Operations Center. The Operations Center is responsible for the initial

reporting and coordination in the event of a terrorist act directed against

Americans (U.S. citizen, non-cambatants) in foreign countries. They

accomplish this responsibility through the DOS Emergency Action Manual of

Jamuary 1982. The manual directs all U.S. diplomatic missions to develop con-

tingency plans covering the following areas: Evacuation Preparedness; U.S.

Military Evacuation Assistance; Emergency Destruction and Safehaven of

Classified Material; Communications; Internal Defense of U.S. Missions; Bomb

Threats; Fire Emergencies; Acts of Terrorism; Aircraft Hijacking; General

Disasters; Press Guidance.
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The Emergency Action Manual provides detailed instructions for all

diplomatic posts concerning how to plan response to emergency situations

falling in the areas listed above. Each post prepares and maintains its own

Emergency Action Plan (EAP) which serves as the post's management tool in

reacting to crisis situations. Departmental guidance for post reaction to

terrorist attacks includes the following subjects: A statement of U.S. policy

and specific policy guidance; Use of force; possible strategems which may be

used in dealing with hostage situations such as delaying tactics, appeals

(humnitarian/madical/release negotiations), commuications, police liaison,

aircraft hijacking guidance, and media guidance to include the designation of

a spokesperson, rumor control, press liaison guidance.

Crisis mwnmemnt at Diplomatic Missions abroad is under the direction of

the Chief of Mission, normally the Ambassador, of the post concerned. Be has

the responsibility for preparing emergency plans for his post and has full

authority to i1lement those plans as necessary to protect U.S. interest. The

Chief of Mission is assisted at posts by an Ekergency Action Committee (SC).

This committee, is responsible for the preparation and maintenance of the post

EAP and the briefing of newly arrived personnel on the RAP procedures and

general security/safety precautions at the post.

Guidelines for personnel who are taken hostage have been recently adopted

by DOS and four other foreign affairs agencies; AID, USIA, Commerce and

Aoriculture. The cmplete official text of the guidelines is as follows:

U.S. Geramint personnel serving abroad are expected to be
mture, responsible and patriotic individuals for whom the

conompL of service has a real and personal meaning. Individuals
who are taken hostage should be aware that their captors may
seek to exploit them. heir captors may be seeking information
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to be used to the detriment of the United States or of their
fellow hostages, and are likely to use information obtained from
one captive when interrogating another. Individuals should
consequently be guided by the knowledge that whatever they say
may be used to mislead or punish their colleagues and that their
actions may result in reprisals. Captured individuals should
not discuss sensitive aspects of the work of their fellow
hostages. They should not divulge classified or sensitive
information. They should not sign or make statements or take
action which they believe might bring discredit to the United
States. The decision to escape rests with the individual
concerned. However, the decision should be consistent with the
considerations set above. Hard and fast rules are not always
helpful and the U.S. Government recognizes that the ability of
individuals to resist extreme pressure differs. But to the
extent possible, one must help one's colleagues and avoid
exploitation. Sound judgmnt is essential.

The Inted e rtuMtal Group on Terrorism wms created soon after the Reagan

Administration assumed office and serves as the senior executive branch

organization dealing exclusively with terrorism. The -nter I,-rntal Group

formulates and coordinates policy and is composed of various U.S. agencies

involvd in comating rnationl terrorism. Te group is daLed by DOS

and 1'ership includes the Departmnts of Justice/FI, Dfenas/,X., atrgy,

Treasury, Tra tin 7M Central Intelligence Agency, National Security

Council and the Office of the Vice President. The Interdepartmental Group has

no crisis management responsibilities. Crisis managent responsibility at

the national level belongs to the National Security Council and the President.
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CHAPTER III

ANALYSIS OF PROGRAMS

Organizational Structure

An analysis of the organizational structures of DOD, DOS and the military

services provides an insight into the relative health of the individual

terrorist management programs. Aggressive and responsive programs within each

agency or service are bet supported by organizations capable of responding to

all facets of the subject.

Within OS, the present organizational structure is inadequate to provide

any effective monitoring function. Each service has proceeded to meet its

antiterrorism responsibilities with disparate efforts. Little if any effort

occurs to monitor the dysfunctional impact of these disparities in such areas

as interservice cooperation, use of force, Code of Conduct and intelligence

collection, analysis and dissemination. Tb assume this task, DOD would

require staffing commenarate with the degree of monitoring and evaluation

undertaken.

A review of the organizational structure of the Services reveals that each

service is iuplementing policy on protection of personnel against terrorism

differently. On the one hand, the total Navy antiterrorism and counter-

terrorism effort is the responsibility of the Director, IS. Within the Ct NAV

organization, there is no established structure to consolidate available MIS

threat intelligence, proullgate it routinely to essential users, or to keep

key deputies and their staffs informed of key policy issues and program

regarding terrorism. The structure does not exist to manage the requirements
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determined and decided upon by JCS, DMD and interagency committees, and

special problems of control and jurisdiction that develop, are not digested,

evaluated and acted upon by all affected Navy agencies and codes. Since the

key platform sponsors and staffs serve as the principle means of dissemination

and collection of information between the fleet and O]PNAV, keeping them well

informed and current is vital to a successful antiterrorism and counter-

terrorism program. Such is not the case at present.

On the other hand, the Air Force reorganization capitalizes upon the

separate elements of antiterrorism and oounterterrorism. Lines of control,

responsibility and action are clearly identified in the organization. At the

sams time, the Army represents a third organizational structure that has

ac m dated itself to the new DX) guidance in a less dramatic way than the

Air For r but at the risk of separating responsibilities to the detriment of

coordination and cooeration (e.g., the Intelligence function is organiza-

tionally separate from the antiterrorism manager, which is separate from the

counttererroriem mamger. This does not facilitate comunication and

coordination.) The DOS organizational structure is not directly applicable to

the services yet sets an example the others could follow. It is obvious that

the DOS organization has benefitted from years.of experience. Tw DOS

organization is cl ealy aligned with the acclishment of the worldwid

mission in mind. Throughout the DOS, the identification of rp slity is

organizationally suported by resources dedicated to meeting that responsi-

bility.

Within the military searvices, the organizational structure of the Air

Ibme is the mst responsive to the new DD guide=. The Air lore clearly
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defines the lines of responsibility and is applying resources to the

structure. The Army has made some realignment to accommodate the DOD guidance

but resources have not been applied to the Program. Ultimate responsibility

has been left to the commander to determine what resources to divert from

other missions to deal with the terrorist threat as he sees it. The threat to

the Navy from terrorism has had little impact on the structure within the Navy.

Antiterrorism responsibilities are relegated to an organization outside normal

operational channels.

In the final analysis, the organizational structures of the agencies and

services reflect the degree to which each sees terrorism as a threat to their

key personnel and dependents.

Guidance and Directives

The Assistant Secretary of Defense (International Security Affairs)

(AS/LIa, is tasked by DOD Directive 2000.12 to monitor programs, provide a

forum for the exchange of ideas, provide assistance to the services, represent

OSD at the Interdeprtmental Group on Terrorism and maintain DOD 2000.12H, a

handbook for dealing with terrorism. All other functions in the area of

terrorism are delegated to the heads of DOD components, including the

Secretary of each service. Notwithstanding the stated purpose of the DOD

directive to:

. establish uniform DOD policies and responsibilities and
give guidance on dealing with assassinations, kidnappings,
boimbings and other terrorist threats . ...
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the directive's guidance is only in the broadest sense instructive and is, in

fact, a general delegation to each service secretary. The guidance to inform

and protect DOD personnel and their dependents, with particular attention to

high risk targets, is so vague and yet so obvious as to be of no significant

value.

While DO has not reorganized its terrorist organization along the lines

of the new definitions contained in the directive, the distinction between

antiterrorism and counterterrorism has been helpful to those services which

have organized to meet the discrete rempanxibilities imposed by that

distinction.

Perhaps in recognition of the different requirements and resources of each

service, no attemt to impose DM direction on the services, beyond that

stated above, is evident. The services appear to be content to have free

reign. 7he apmprent reluctance of DOD to assume a more positive monitor role

exp lain the DOD structure in the area of terrorism. The functional area is

attached to a much broader assistant secretariat, with a smll stremlined

subelment to perform the function. The size of this organization is adequate

to met the deentralized ilementation policy, but the soundness of this

policy is q0tonbe

7he adequacy of the organization to meet its self-imposed mission is not

diqiositive of the issue. The balance to be struck is how much direction

shoul the services be provided without interfering with the inherent service

prerogatives. No test to strike this balance is articulated however; review

of certain issues confronting the services indicates that enhanced O leader-

ship, if for no other purpose than uniformity, would be of immne value.
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Specifically, it appears that the Code of Conduct is inappropriate to the

hostage environment and is at odds with DOS guidance to civilian personnel

assigned to embassies. This discrepancy could result in the situation of

hostages taken in an embassy seizure operating under completely disparate

rules. Further complicating matters in an embassy seizure is the lack of

guidance as to leadership of military personnel. The Air Force has attempted

to remedy this with its suppleIutal guidance.

The designation of DOS as lead agency in combating terrorism abroad and

the designation of the ambassador as Chief of Mission could be construed as a

designation of a cmmand role. It appears that this confusion has resulted in

at least one deployment of military personnel at the direction of a Charge

d'affaires. The absee of approval by the National Command Authority in this

incident say have been unintentional but clearly serves to illustrate the

difficulties to be expected when the lead agency abroad for combating

terrorim is other than a military organization in the direct chain of ommand

to the Comnder in Chief.

Other areas where uniformity would assist the services in enhancing anti-

terrorist effectiveness were voiced by various service representatives

interviewed. These include guidance concerning the use of force, clarity in

command and control, collection, analysis and dissemination of intelligence

and the establishment of lines of comamication. Each area in which DOD

asserts itself subjects DO to the criticim of intervening into the

operational arena or interfering with service prerogatives. Nonetheless, it

apears that DOD has erred on the side of abrogating the very purpose stated

in the DWO directive. Present uniform policies are too broad to be of value,
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guidance in dealing with the types of terrorism is vague and the fixing of

responsibilities amount to a total delegation of those aspects of the problem

which are most likely to be effective in preventing terrorism.

Psychological Preparedness

The subject of what happens when one becomes a peacetime hostage is

generally considered to be a subject covered under counterterrorism, however;

to be psychologically prepared for captivity short of war cannot be deferred

but must be dealt with in advance as a function of the individual's training

as a defensive element of antiterrorism. Current guidance to individual

military 1eers who are subject to acts of terrorism and peacetime captivity

is insufficient in the Army and Navy directives, is limited or too generalized

in DOS guidance and is considered to be appropriately defined in Air Force

policy. To Oserve with honor* under conditions of peacetime captivity is

complicated by current JCS direction on the use of the Code of Conduct. This

direction refers to the Code of Conduct as a moral guide that is to be used by

members who are victims of captivity short of war.1

The Navy adheres to the strict interpretation of the XCS guidance on the

Code of Conduct which, when literally interpreted, is in conflict with the Air

Force sgulmntal idance which recognizes that certain articles of the Code

could be detrimental if enforced during peacetime captivity. he Army effort

to psychologically prepare its members for peacetime terrorist captivity

parallels that of the Na as no new guidance is available to clarify the

Amy's position. To complicate rtters, a likely scenario involving both

civilian and military hostages is ignored by all but the Air Force policy.
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DOS guidance does not spell out the interdependence and relationship of

the civilian captive to the military captive. DOS guidance refers to all U.S.

Government employees as if all members had received the same level of

psychological training. This attitude does not recognize the fact that

military nembers, regardless of service, tend to be more structured than their

civilian counterparts. Once the issue of what is acceptable is established,

all services must then insure that the proper instruction reaches the lowest

individual in the chain of coumnd.

Individual Preparednes

All services, including DOS have emphasized training and protection for

high risk targets. All too often, high risk targets equate to high ranking

officers. General officers and Anidassadors are more likely targets. As

protection for high ranking personnel is increased, terrorists will focus on

softer, unprotected targets, where their chances of sucoess with minimum risk

are significantly improved. indeed, in recent years junior officers and

enlisted personnel have been victims of terrorist attacks.

Oen large numbers of lower ranking persormel are included in the

potential target group, the task of providing adequate protection exceeds the

cpability of both the U.S. and the host government. Considering that

terrorist targeting is often unrmedictable and random in nature, it is

essential that all military personnel and their adult dependents be afforded

antiterrorim training without regard to their rank or duty station overseas.

The DOD (ASD/IS ) is tasked with providing OD components with necessary

assistance to support their antiterrorist efforts. DOD Directive 2000.12 also
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directs ASD/ISA to develop, publish and maintain the Handbook for Protection

of DOD Personnel Abroad Against Terrorist Acts (DOD C-2000.12H, June 1977).

In the introduction to the handbook, it is stated that the contents contain

suggested protective measures which are not established as formal DOD

guidance. The introduction further states that the guidance in the handbook

is to be treated as ideas for consideration and evaluation by the DOD com-

ponents in exercising their responsibilities under the directive. DOD

coWn'ents are not properly exercising their responsibilities to provide, to

the extent prcticable, for the protection of DOD personnel and their

dependents overseas. DOD has not insured that proper training and guidance is

afforded all military members and dependents assigned overseas.

A review of Air Force and Army training/briefing material for their

personnel reflects well written, informative paqphlets and handbooks which

describe and encourage protective measures which should be taken by service

members and their dependents. 7here was no evidence that the Navy has

published similar guidance for its personnel serving overseas or during calls

at foreign ports. The services have developed antiterrorism briefing programs

and some have mobile training teams which provide training or briefings upon

the request of local coimanders.

As noted previously in this report, the Air Force training program is

geared to the high risk target and selected enforceant personnel. This

individualized training is of excellent quality but does not adequately train

low ranking personnel concerning personal protective measures, particularly at

installations where the threat is low. It is recognized that alarming

personnel and dependents with antiterrorist briefings and training can be a
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problem in low threat areas. The commander does have a responsibility to

adequately train all personnel and not only those believed to be high risk

targets.

The Army has demonstrated an uneven approach to antiterrorist training due

to the decentralized nature of policy execution. In high risk areas, training

is excellent but in low threat areas little attention is directed toward

individual preparedness. It is recognized that the Army has taken a number of

steps to imove its antiterroriam program. These steps include the develop-

ment of a staff officer level counterterrorism course, the develqpment of a

mobile training team and the distribution of pamphlets and information concern-

ing personal security and terrorism. The effectiveness of the Army's program

rests with the local ommander. Because of this reliance on the commander,

uplemlntation of antiterrorist programs and training will be varied. There

apears to be a need to focus training efforts on lower ranking personnel and

dependents in a more uniform maner to insure that all personnel and

dpdet are properly prepared to meet the threat of terroriam regardless of

the perceived risk.

Neither DOD nor the services address the need for political awareness of

DOD personnel. In the past, terrorists have used American hostages as pawns

for their propaganda efforts by soliciting admissions or statements which are

often used to emba rass the United States and attack U.S. Governmnt policy.

Such statments are usually made by hostages with no conception of the damage

they might do to U.S. interests. There is a need to brief fully all potential

DOD victims of terrorist abduction on U.S. politioal/military policy and

interests within the country of assignent. Such an awareness would
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significantly increase a hostage's understanding of possible adverse ramifi-

cations of his/her statements and actions while in captivity.

Resources

Within the services, the bulk of personnel and material support for

implementing and maintaining antiterrorism and counterterrorism programs are

taken out of existing assets. No single line items for expenditures directly

related to controlling terrorism have been included in the DOD annual budget.

Instead, with one exception, requirements for antiterrorism and counter-

terrorism initiatives by individual services are included in existing programs.

Such a practice hides the real costs of these efforts and places additional

workloads on existing personnel and material resources, many of which are

already stretched thin and over extended from years of defense budget cuts.

The exception to this general practice of funding for terrorism out of

existing budgets is the Air Force. Of all the services, the Air Fbrce is

clearly the most forward thinking and pragmatic in resource allocation for

combating terrorism. Establishing separate and distinct organizational

structures to deal separately with protection and response features of

combating terrorism respectively, the Air Force has split off from the

operational, logistic and administrative staffs the responsibility for dealing

with international terrorism. 7his provides a basis for these elements to

compete for scarce resources.

In contrast, Army and Navy antiterrorism and counterterrorism responsi-

bilities are delegated as collateral duties to existing military police and

intelligence agencies with apparent little thought given to the fiscal and
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manpor impact involved. Since implementation of a more aggressive and ready

military policy for combating terrorism by DOD in May of 1976, the annual

budgets and manpower authorizations of these service organizations have grown

only marginally while the requirements for education, training, protective and

escort services, intelligence collection and dissemination, and counter

terrorism crisis management development have increased substantially.
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CHAPTER III (Pages 36-46)

1 USKF Publication AFR 124-5, Protection of Air Force Personnel Abroad
from Acts of Terrorism (21 Oct 77): USAF Pub APP 30-10, Security Precautions
for Air Force Personnel Traveling Abroad (25 Oct 77): USAF/AFOMI Ececutive
Hardbook - Terrorism Security Survival (Mar 82): DA Pub 190-52, Personnel
Security Precautions Against Acts of Terrorism (Jun 76).
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CHAPTER IV

CONCLUSIONS AND RMCOtM TIONS

Conclusions

Prevention of terrorism is the most effective means of protecting DW

personnel overseas. Aggressive training, education, evaluation and enforce-

ment program are vital elements of the antiterrorism program, the ultimate

goal of which is to prevent the terrorist event.

The DM antiterrorism program would be more effective if a more aggressive

lesdership role were assmd in coordinating, supervising and directing anti-

terrorism efforts within DW couponents.

in all services, Insufficient attention in antiterrorism programs is paid

to the terrorist threat to midle and lower grade personnel deployed out of

country. Current #msis on educating, training and protecting high risk

personnel coupled with the lack of strong, consolidated direction by OGD

detract from an effective, integrated program.

With the exception of the Air ftrce, dispersion of effort and responsi-

bility within each service is inefficient and separates responsibility from

authority and resource control. While decreased service flexibility could

result from a more functionally oriented structure designed to meet

antitecrorim and counterterrorim requirements, the minimal extent of

upheaval experienced by the Air Force reorganization was far outweighed by the

bmnefits achieved by distinct lines of responsibility.

2he individual services have not achieved a proper balance between the

clasification of terrorist threat auaesm nts, the apprehension of DC

personnel and their dependents if kept informed of the threat of terrorim,
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and the protection of those personnel. Security considerations and the desire

to avoid increasing anxiety have inhibited greater dissemination of terrorist

threat information, resulting in inadequately informed personnel and

dependents stationed abroad, particularly at lower ranks.

DOD Directive 2000.12 and service policies do not clearly define the lines

of authority and responsibility when the DOS, as the lead agency, is

involved. Without a clear definition of responsibilities the potential for

i opriate unilateral action exists.

Guidance for individual conduct during peacetime captivity varies from

strict enforcemnt of the Code of Conduct to an appeal to sound judgement.

Disparity of expected conduct for individuals similarly situated gives rise to

an appearance of fundmntal differences in acceptable behavior and what con-

stitutes survival with honor and dignity. Further, such disparities increase

the potential for hostility and antagonim amongst hostages.

IcmR atiom

Tlord the end of lproving the antiterrorim program within the

Da;ar he1t of Defense, the following actions are recommended:

1. Conduct an examination of the applicability of the Code of Conduct to

the peacetime hostage environment with a view to establishing interservice

uifoxmity and ow -itency betwm DOD and DOS.

2. Conuct a review of DOD Directive 2000.12 to: (a) clarify the role of

the Departmmnt of State; (b) strengthen the guidance provid d to the DOD

o~snts and to establish minimum standards in the training of OOD persounel

and dependets stationed or traveling abroedl (c) mnate intermervice

cooelration in the areas of intelligence collection and dissemination.

4



3. Conduct a review of the classification requirements which inhibit the

dissemination of information concerning the terrorist threat.

4. Conduct an evaluation by OSD of the organizationl structure of each

DOD co onent to assess the dysfunctional impact of the structure on the

antiterrorism program. Where appropriate, structures should be changed.

5. Increase the size and role of the ASD/ISA to monitor and review the

program of the DOD cmponnts.

6. evelop a more fomalied role for AEW)/I in providing guidance and

uizing oplia by the DD om rmnts.
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